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Abstract

Automatic Speaker Verification (ASV) and Automatic Speaker Diarization (ASD) are two enabling
speech technologies, with multiple applications. Among others, the former allows users to
authenticate themselves in voice-protected systems, while the latter, by solving the problem of
determining who spoke when in a speech recording, provides contextual information to transcripts,
and allows users to search for and filter recordings by specific speakers.

However, both technologies raise privacy concerns when considering remote inference settings,

due to the amount of information contained in speech recordings.
While the development of privacy-preserving solutions for ASV has been the focus of a large number
of studies, existing methods assume that speaker representations (or embeddings) are extracted
locally by the user. We argue that this creates two important issues: first, the knowledge of the
speaker embedding extraction model may create security and robustness liabilities for the
authentication system; second, this component is one of the most valuable in the ASV pipeline, and,
as such, disclosing it would be highly undesirable.

In this work, we show how speaker embeddings can be extracted collaboratively between the client
and ASV service provider, while keeping both the client's and speaker embedding extraction model
private, using Secure Multiparty Computation. As a second contribution, we applied this method in
combination with Secure Modular Hashing, to achieve a privacy-preserving cascaded ASD system.

For both tasks, our results show that it is possible to obtain reasonable trade-offs between security,
efficiency and task performance.
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Background

Secure Multiparty Computation (SMC) Secure Modular Hashing (SMH)
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Automatic Speaker Verification (ASV)

ASV allows users to authenticate themselves
using their voice. Secure Multiparty
. Computation
In remote ASV settings the privacy of the user’s -"'"""Q @
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voice is lost. Client

Existing privacy-preserving solutions only

consider the verification step. Audio _ i
P . Speaker embedding P

extraction
The speaker embedding model should be

protected for its value and for the security and Feature
robustness of the system. extraction

Our work focuses on making this step private
for both parties, using SMC.

Automatic Speaker Diarization (ASD)

Secure Multiparty Computation

« ASD is the problem of determining who spoke when in a speech recording
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« Diarization is a special case in terms of privacy: each recording contains multiple voices, but
the problem has been unexplored so far.

+ SMH transformation
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« Our solution focuses on two steps: Speaker embedding extraction and Agglomerative
Hierarchical Clustering (AHC).

* The speaker embedding extraction step follows what was done for ASV.

« To perform a AHC privately, we leverage SMH (this transformation is also performed
privately using SMC).

Results

Conclusions

Table 1. Computational an mmunication t Table 2: ASD results for the dev set. L
able 1: Computational and communication costs e et SO o ev:e » We explored two problems in this work: ASV and ASD.
Batch | X-vector extraction | SMH transformation Method | DER (%) | JER (%)
Protocol Size _ _ Baseline 20.3 46.0  For ASV we showed that we can extract a speaker embedding using SMC, in
Time (s) | Com. (MB) | Time (s) | Com. (MB) Simplified close to 11s and 20s, for two security settings, with no degradation.
1| 10.9 133 - - baseline 254 °58
3 party 05| 733 1691 0.9 13 PPASD 280 65.7 » For ASD we were able achieve real-time factors of 1.1 and 1.6, for two security
(SH) settings, using a combination of SMC and SMH.
1024 280.1 6,545 2.9 72 Table 3: ASD results for the eval set.
2048 | 560.1 13,129 4.9 136 Method | DER (%) | JER (%) » This comes at the cost of a performance degradation of 8% DER and 10% JER.
1| 180 360 - - Baseline | 207 | 47.7
- 256 108.5 5,098 2.0 63 TS
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