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Motivation

Are Tor Onion Services (OSes) safe 
against global traffic correlation 
attacks?

Research approach
● Federated system for deanonymizing 

Tor OS traffic
● Colluding ISPs intercept and monitor 

the real-time network traffic of Tor 
guard nodes (G1 and G2)

Results

Conclusions

Real-time deanonymization of user 
sessions on Tor Onion Services is 
possible by colluding ISPs, 
compromising Tor users’ privacy
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● 3 orders of magnitude faster than 
existing traffic correlation techniques

● Achieves 100% precision with 97.7% 
recall at correlating Tor OS sessions 

Traffic deanonymization pipeline


